Wrong Responses to Charlie Hebdo
Leaders in Europe are justifiably trying to figure out what they should be doing to prevent terrorist attacks like the recent massacre at the satirical French newspaper Charlie Hebdo. Regrettably, some politicians are proposing the kind of Internet censorship and surveillance that would do little to protect their citizens but do a lot to infringe on civil liberties.

In Paris, a dozen interior ministers from European Union countries including France, Britain and Germany issued a statement earlier this week calling on Internet service providers to identify and take down online content “that aims to incite hatred and terror.” The ministers also want the European Union to start monitoring and storing information about the itineraries of air travelers. And in Britain, Prime Minister David Cameron suggested the country should ban Internet services that did not give the government the ability to monitor all encrypted chats and calls.

Even before the Charlie Hebdo attack, European leaders were proposing or enacting harsh measures. For example, the French Parliament passed a law in September that allows the authorities to temporarily seize the passports and identity cards of citizens who seem intent on joining foreign terrorist organizations. And this week, French officials said they had arrested 54 people for hate speech, including a controversial comedian.

Appealing as these measures may sound in the aftermath of a tragedy, they are deeply flawed. Countries like France and Germany have long had stricter controls on speech than the United States. For example, their governments have in the past forced Internet firms like Yahoo and Twitter to take down Nazi propaganda. But those decisions are generally made by government officials or judges, not technology companies.

Internet service providers do not have the staff or the skill to determine what content is likely to lead to terrorist attacks. That is why a blanket mandate to censor terrorism-related information could force these businesses to err on the side of caution and take down information that might be offensive but would not lead to an imminent attack. In fact, an Internet service provider might well have taken down satirical cartoons of the kind Charlie Hebdo published.

Besides, even if Internet companies blocked videos and other propaganda produced by terrorist groups from their networks, that action would not necessarily prevent Europeans from finding that information. Terrorist sympathizers could access the banned content relatively easily by using virtual private networks or proxy servers that allow users in one country to pretend they are in a different country, like the United States, where free speech laws are much stronger. Some Europeans are already using such tools to access American services, like Netflix, that are not yet available in their countries.

Mr. Cameron’s proposal raises another set of problems. In a speech earlier this week, he said he wanted companies like WhatsApp and Snapchat to create back doors in their services that would allow intelligence services to monitor conversations between users. If the companies refused to comply, he said, they should not be allowed to operate in Britain. Such an approach might seem reasonable to some — after all, the police can wiretap a landline phone, so why not a messaging service?

But technology and privacy advocates say it is dangerous to require technology companies to build such surveillance mechanisms into communications services because hackers and criminals will inevitably find ways to use those back doors to steal information from individuals, corporations and governments.

Mr. Cameron’s proposal would make the Internet less secure without necessarily hampering terrorists. People who are determined to communicate with each other in secret can download encryption software from the Internet and send messages through systems like Tor that obscure their identities and locations.

Of course, governments can and should take steps to identify threats and prevent terrorist attacks through targeted intelligence gathering. But there is good reason to believe that widespread censorship and intrusive surveillance will only undermine personal freedoms and could even make us less secure.
Your Free Speech, and Mine
Last Sunday, as lovers of free speech filled the streets of Paris, lovers of elegant English period soap opera were watching “Downton Abbey” in America. The episode featured a frisky Lady Mary, in 1924, asking her maid to purchase a contraceptive device for her in advance of a hookup with Lord Gillingham. She pointed to a section in a book, likely one of the pioneering sex manuals of the British botanist Marie Stopes, for guidance.

“Married Love,” first published by Dr. Stopes in 1918, was banned as obscene in the United States until 1931. Why? Because, you can’t just have women empowered with information about the joys of sex. Next thing you know, they’ll start liking it. Ignorance is not bliss; it’s controlling.

A cartoon is harmless. It may be crude, offensive or obscene — but that’s the point. Knowledge is something else, something to be feared. And so the United States, that cradle of unfettered speech, for more than decade outlawed the work of a scientist writing about the informed delights of female sexuality.

We laugh at the prudes with power from another era. But they are with us still. As much of the world experiences a pivotal moment on free speech, it’s worth remembering how we got here — and why it will take a while for the rest of the world to sort it through.

A cleric in Saudi Arabia recently proclaimed that building a snowman (or woman) was blasphemous. In that same country, a blogger was lashed for preaching tolerance. The orthodox newspaper in Israel, HaMevaser, scrubbed women from the photo of the Paris unity rally — gone, erased, so as not to offend.

And in our own country, which once criminalized the poems of Allen Ginsberg, the novels of Henry Miller and the sensible sex advice of Dr. Stopes, Mike Huckabee has attacked the Obamas’ parenting because they allow their children to listen to Beyoncé. The singer’s lyrics are “toxic mental poison,” he said. This is very curious, even for Huckabee, who has made millions promoting himself as a victimized rube. Huckabee has performed, with Ted Nugent, the song “Cat Scratch Fever.” In his world, it’s O.K. for a middle-aged man to crow about pubescent promiscuity, but not a young woman.

Sex is at the root of most free speech fights. Whatever it is that incites lust, it also incites the censorious. Religion is not far behind. You could argue that the two are twined, and it would be hard to rebut. The simple genius of the First Amendment ties free speech to protection from a state religion — in the same sentence. There could be no real free expression, the American founders recognized, in a nation with a state-sanctioned religion.

This freedom, by its very definition, sets up a serious conflict in the interconnected global village. Protected speech in this country is blasphemous in another. Satire, in the form of silly Seth Rogen movie, is a provocation prompting a cyberwar in the closed society of North Korea.

China, rapidly trying to catch up with Western democracies in all things monetary and technological, is medieval in the realm of free expression. This week, China’s state news agency, Xinhua, ran a piece by its Paris bureau chief, who wrote that “unfettered and unprincipled satire, humiliation and free speech are not acceptable.”

But even in countries where speech is protected, that freedom is suspect. The Washington Post quoted Nasser Lajili, a French city councilor and a Muslim, who condemned the attacks in Paris with a caveat: “But I think freedom of speech needs to stop when it harms the dignity of someone else.” That same attitude has found a home in American universities, who fear Bill Maher, or the sex columnist Dan Savage.

Pope Francis, a voice of reason and progressive thought on most things, took a big step backward Thursday with his comments on expression. “You cannot provoke,” he said. “You cannot insult the faith of others. You cannot make fun of the faith of others.”

In fact, you can. Maybe you shouldn’t. Maybe such provocations are in poor taste, or degrading. Yet an enlightened society should be able to take the punch of satire and ridicule, even coarse satire and savage ridicule. It’s an evolving construct, to be sure, and may never find favor in the majority of the world’s countries.

It still has trouble finding favor in our country. Donald Trump, whose daily musings are proof that nothing is more revealing than a Twitter account in the hands of a simpleton, compared Charlie Hebdo to “rag magazine Spy that was very dishonest and nasty and went bankrupt.” He was referring to Spy, the thinking person’s Mad magazine. Or take a look at a list of banned books in the United States over the last hundred years: It’s a guide to good literature, and the small minds behind American hypocrisies.

True free speech is a radical idea. But at least all nations should agree that free expression is never a reason to kill. A faith that cannot withstand ridicule is no faith at all. And a faith that cannot laugh at itself is a faith that defies human nature.

“These people who came to kill us — they are fanatics and assassins,” said the Paris cartoonist Renald Luzier, who drew the Charlie Hebdo cover of a weeping Muhammad this week. “But above all, they are people who lack a sense of humor.”

